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01. Tor + Facebook login

Evidence refs: 8.10

Executive Summary

Tor + Facebook login represents a critical privacy challenge: Perfect network anonymization + personal account
login = fully deanonymized. This pain point is driven by COMPLEXITY CASCADE — pii protection requires
perfection across all layers simultaneously. anonym.plus addresses this through 100% local processing
eliminating cloud, network, and third-party layers, reducing the attack surface to the local device.

The Problem

Perfect network anonymization + personal account login = fully deanonymized. Most common cause of
deanonymization is human error

Root cause: T5 — COMPLEXITY CASCADE: PII protection requires perfection across ALL layers simultaneously.

The Solution: How anonym.plus Addresses This

Detection Capabilities

anonym.plus identifies 200+ entity types including account identifiers, login credentials, session tokens, social
media handles. The local Presidio 2.2.357 + spaCy 3.8.11 architecture uses Presidio 2.2.357 deterministic
recognizers with 121 built-in presets for structured identifiers and spaCy 3.8.11 with 23 language models, all
running locally via FastAPI sidecar for contextual references.

Anonymization Methods

Redact is recommended: anonymizing login-related identifiers in documents and logs prevents connection
between anonymous network activity and personal identity. Replace provides an alternative — substituting
account identifiers with anonymous placeholders maintains log structure while breaking the login link. For
reversibility, Encrypt (AES-256-GCM) enables authorized recovery.

Architecture & Deployment
100-file parallel batch processing with summary reports enables organizations to anonymize entire document
collections efficiently, all processed locally through the Presidio sidecar.

Compliance Mapping

This pain point intersects with GDPR Article 32 security of processing, Article 25 data protection by design.
anonym.plus’s GDPR (data never leaves device), HIPAA (local processing) compliance coverage, combined
with 100% local — data never leaves device hosting, provides documented technical measures for regulatory
submissions.
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02. E2EE + iCloud backup

Evidence refs: 9.6

Executive Summary

E2EE + iCloud backup represents a critical privacy challenge: End-to-end encrypted messages backed up
unencrypted to Apple's servers. This pain point is driven by COMPLEXITY CASCADE — pii protection requires
perfection across all layers simultaneously. anonym.plus addresses this through 100% local processing
eliminating cloud, network, and third-party layers, reducing the attack surface to the local device.

The Problem

End-to-end encrypted messages backed up unencrypted to Apple's servers. FBI confirmed WhatsApp content
accessible from iCloud

Root cause: T5 — COMPLEXITY CASCADE: PII protection requires perfection across ALL layers simultaneously.

The Solution: How anonym.plus Addresses This

Detection Capabilities

anonym.plus identifies 200+ entity types including message content, contact names, conversation metadata,
attachment identifiers. The local Presidio 2.2.357 + spaCy 3.8.11 architecture uses Presidio 2.2.357
deterministic recognizers with 121 built-in presets for structured identifiers and spaCy 3.8.11 with 23 language
models, all running locally via FastAPI sidecar for contextual references.

Anonymization Methods

Encrypt is recommended: AES-256-GCM encryption in backups provides protection that persists even if
backup systems lack encryption. Redact provides an alternative — removing PIl from messages before backup
prevents unencrypted-backup exposure regardless of backup encryption status.

Architecture & Deployment
100% local processing — data never leaves the device. Presidio 2.2.357 sidecar runs all detection locally with
spaCy 3.8.11 (23 models). After activation, fully offline operation.

Compliance Mapping

This pain point intersects with GDPR Article 32 encryption as security measure, Article 5(1)(f) confidentiality.
anonym.plus’s GDPR (data never leaves device), HIPAA (local processing) compliance coverage, combined
with 100% local — data never leaves device hosting, provides documented technical measures for regulatory
submissions.
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03. Perfect encryption + Pegasus

Evidence refs: 9.5

Executive Summary

Perfect encryption + Pegasus represents a critical privacy challenge: Zero-click spyware reads messages
before encryption and after decryption. This pain point is driven by COMPLEXITY CASCADE — pii protection
requires perfection across all layers simultaneously. anonym.plus addresses this through 100% local
processing eliminating cloud, network, and third-party layers, reducing the attack surface to the local device.

The Problem

Zero-click spyware reads messages before encryption and after decryption. E2EE channel intact but completely
irrelevant

Root cause: T5 — COMPLEXITY CASCADE: PII protection requires perfection across ALL layers simultaneously.

The Solution: How anonym.plus Addresses This

Detection Capabilities

anonym.plus identifies 200+ entity types including message content, contact information, file attachments,
communication records. The local Presidio 2.2.357 + spaCy 3.8.11 architecture uses Presidio 2.2.357
deterministic recognizers with 121 built-in presets for structured identifiers and spaCy 3.8.11 with 23 language
models, all running locally via FastAPI sidecar for contextual references.

Anonymization Methods

Redact is recommended: anonymizing at the application layer provides protection effective even when endpoint
devices are compromised by zero-click spyware. Replace provides an alternative — substituting identifiers
ensures even device memory accessed by spyware contains anonymized data. For reversibility, Encrypt
(AES-256-GCM) enables authorized recovery.

Architecture & Deployment
Zero cloud dependency after activation. Ed25519 machine-bound licensing requires only initial activation —
subsequent operations are completely offline. All processing stays local.

Compliance Mapping

This pain point intersects with GDPR Article 32 appropriate technical measures, national cybersecurity
regulations. anonym.plus’s GDPR (data never leaves device), HIPAA (local processing) compliance coverage,
combined with 100% local — data never leaves device hosting, provides documented technical measures for
regulatory submissions.
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04.VPN + DNS leak

Evidence refs: 11.5

Executive Summary

VPN + DNS leak represents a critical privacy challenge: Encrypted tunnel + DNS bypassing tunnel = complete
browsing history exposed. This pain point is driven by COMPLEXITY CASCADE — pii protection requires
perfection across all layers simultaneously. anonym.plus addresses this through 100% local processing
eliminating cloud, network, and third-party layers, reducing the attack surface to the local device.

The Problem

Encrypted tunnel + DNS bypassing tunnel = complete browsing history exposed. Default OpenVPN config may
not route DNS through tunnel

Root cause: T5 — COMPLEXITY CASCADE: PII protection requires perfection across ALL layers simultaneously.

The Solution: How anonym.plus Addresses This

Detection Capabilities

anonym.plus identifies 200+ entity types including DNS queries, browsing history, search terms, visited URLS,
IP addresses. The local Presidio 2.2.357 + spaCy 3.8.11 architecture uses Presidio 2.2.357 deterministic
recognizers with 121 built-in presets for structured identifiers and spaCy 3.8.11 with 23 language models, all
running locally via FastAPI sidecar for contextual references.

Anonymization Methods

Redact is recommended: anonymizing browsing data in documents and logs prevents exposure through DNS
leaks — if data never contains real browsing PlI, leaks expose nothing. Replace provides an alternative —
substituting browsing identifiers with anonymized alternatives preserves log analysis while preventing DNS leak
exposure. For reversibility, Encrypt (AES-256-GCM) enables authorized recovery.

Architecture & Deployment
100-file parallel batch processing with summary reports enables organizations to anonymize entire document
collections efficiently, all processed locally through the Presidio sidecar.

Compliance Mapping

This pain point intersects with ePrivacy Directive metadata restrictions, GDPR Article 5(1)(f) confidentiality.
anonym.plus’s GDPR (data never leaves device), HIPAA (local processing) compliance coverage, combined
with 100% local — data never leaves device hosting, provides documented technical measures for regulatory
submissions.
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05. Anonymized dataset + external data

Evidence refs: 15.4

Executive Summary

Anonymized dataset + external data represents a critical privacy challenge: Removing identifiers + public IMDB
ratings = Netflix dataset fully re-identified. This pain point is driven by COMPLEXITY CASCADE — pii
protection requires perfection across all layers simultaneously. anonym.plus addresses this through 100% locall
processing eliminating cloud, network, and third-party layers, reducing the attack surface to the local device.

The Problem

Removing identifiers + public IMDB ratings = Netflix dataset fully re-identified. External data grows continuously,
shrinking anonymity

Root cause: T5 — COMPLEXITY CASCADE: PII protection requires perfection across ALL layers simultaneously.

The Solution: How anonym.plus Addresses This

Detection Capabilities

anonym.plus identifies 200+ entity types including quasi-identifiers, demographic fields, behavioral attributes,
medical records. The local Presidio 2.2.357 + spaCy 3.8.11 architecture uses Presidio 2.2.357 deterministic

recognizers with 121 built-in presets for structured identifiers and spaCy 3.8.11 with 23 language models, all
running locally via FastAPI sidecar for contextual references.

Anonymization Methods

Hash is recommended: SHA-256 hashing of identifiers before dataset publication prevents re-identification from
external data — the Netflix Prize attack fails when identifiers are hashes. Redact provides an alternative —
removing identifiers entirely from shared datasets eliminates re-identification risk at the cost of analytical utility.
For reversibility, Encrypt (AES-256-GCM) enables authorized recovery.

Architecture & Deployment
The local sidecar REST API (port 5002-5003) provides programmatic access to Presidio detection for local
development workflow integration.

Compliance Mapping

This pain point intersects with GDPR Recital 26 identifiability test, Article 89 research processing safeguards.
anonym.plus’s GDPR (data never leaves device), HIPAA (local processing) compliance coverage, combined
with 100% local — data never leaves device hosting, provides documented technical measures for regulatory
submissions.
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06. Encrypted messages + metadata
Evidence refs: 6.10, 9.1

Executive Summary

Encrypted messages + metadata represents a critical privacy challenge: Content protected + who/when/where
exposed = 'we kill people based on metadata.' Stanford research: phone metadata reveals medical conditions,
religion. This pain point is driven by COMPLEXITY CASCADE — pii protection requires perfection across all
layers simultaneously. anonym.plus addresses this through 100% local processing eliminating cloud, network,
and third-party layers, reducing the attack surface to the local device.

The Problem

Content protected + who/when/where exposed = 'we kill people based on metadata.' Stanford research: phone
metadata reveals medical conditions, religion

Root cause: T5 — COMPLEXITY CASCADE: PII protection requires perfection across ALL layers simultaneously.

The Solution: How anonym.plus Addresses This

Detection Capabilities

anonym.plus identifies 200+ entity types including sender/receiver names, timestamps, IP addresses, location
metadata, device identifiers. The local Presidio 2.2.357 + spaCy 3.8.11 architecture uses Presidio 2.2.357
deterministic recognizers with 121 built-in presets for structured identifiers and spaCy 3.8.11 with 23 language
models, all running locally via FastAPI sidecar for contextual references.

Anonymization Methods

Redact is recommended: stripping metadata from documents before sharing provides protection that persists
even when content is encrypted. Mask provides an alternative — partially masking metadata preserves format
validity while reducing precision for correlation attacks. For reversibility, Encrypt (AES-256-GCM) enables
authorized recovery.

Architecture & Deployment
The local sidecar REST API (port 5002-5003) provides programmatic access to Presidio detection for local
development workflow integration.

Compliance Mapping

This pain point intersects with GDPR Article 5(1)(c) data minimization, ePrivacy metadata processing rules.
anonym.plus’s GDPR (data never leaves device), HIPAA (local processing) compliance coverage, combined
with 100% local — data never leaves device hosting, provides documented technical measures for regulatory
submissions.
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07. SecureDrop + journalist emails via Gmail

Evidence refs: 12.4

Executive Summary

SecureDrop + journalist emails via Gmail represents a critical privacy challenge: Air-gapped submission
platform + journalist forwarding to Gmail = source identity completely exposed. This pain point is driven by
COMPLEXITY CASCADE — pii protection requires perfection across all layers simultaneously. anonym.plus
addresses this through 100% local processing eliminating cloud, network, and third-party layers, reducing the
attack surface to the local device.

The Problem
Air-gapped submission platform + journalist forwarding to Gmail = source identity completely exposed

Root cause: T5 — COMPLEXITY CASCADE: PII protection requires perfection across ALL layers simultaneously.

The Solution: How anonym.plus Addresses This

Detection Capabilities

anonym.plus identifies 200+ entity types including source names, contact information, email addresses,
organizational affiliations. The local Presidio 2.2.357 + spaCy 3.8.11 architecture uses Presidio 2.2.357
deterministic recognizers with 121 built-in presets for structured identifiers and spaCy 3.8.11 with 23 language
models, all running locally via FastAPI sidecar for contextual references.

Anonymization Methods

Redact is recommended: anonymizing source-identifying information before documents enter email prevents
the SecureDrop-to-Gmail exposure. Replace provides an alternative — substituting source identifiers with
anonymous references preserves editorial workflow while protecting sources. For reversibility, Encrypt
(AES-256-GCM) enables authorized recovery.

Architecture & Deployment
Zero cloud dependency after activation. Ed25519 machine-bound licensing requires only initial activation —
subsequent operations are completely offline. All processing stays local.

Compliance Mapping

This pain point intersects with GDPR Atrticle 85 journalistic exemptions, EU Whistleblower Directive.
anonym.plus’s GDPR (data never leaves device), HIPAA (local processing) compliance coverage, combined
with 100% local — data never leaves device hosting, provides documented technical measures for regulatory
submissions.



© 2026 curta.solutions & anonym.plus






T5 COMPLEXITY CASCADE — Case Study 8 of 10

08. Printer tracking dots

Evidence refs: 12.1

Executive Summary

Printer tracking dots represents a critical privacy challenge: Content anonymized + invisible printer metadata =
Reality Winner identified. This pain point is driven by COMPLEXITY CASCADE — pii protection requires
perfection across all layers simultaneously. anonym.plus addresses this through 100% local processing
eliminating cloud, network, and third-party layers, reducing the attack surface to the local device.

The Problem

Content anonymized + invisible printer metadata = Reality Winner identified. Dots encode printer serial, date,
time

Root cause: T5 — COMPLEXITY CASCADE: PII protection requires perfection across ALL layers simultaneously.

The Solution: How anonym.plus Addresses This

Detection Capabilities

anonym.plus identifies 200+ entity types including printer metadata, document timestamps, device serial
numbers, creator names. The local Presidio 2.2.357 + spaCy 3.8.11 architecture uses Presidio 2.2.357
deterministic recognizers with 121 built-in presets for structured identifiers and spaCy 3.8.11 with 23 language
models, all running locally via FastAPI sidecar for contextual references.

Anonymization Methods

Redact is recommended: stripping document metadata including printer tracking dots prevents hardware-level
identification like the Reality Winner case. Replace provides an alternative — substituting metadata with
generic values maintains document format while removing identifying machine signatures. For reversibility,
Encrypt (AES-256-GCM) enables authorized recovery.

Architecture & Deployment
100% local processing — data never leaves the device. Presidio 2.2.357 sidecar runs all detection locally with
spaCy 3.8.11 (23 models). After activation, fully offline operation.

Compliance Mapping

This pain point intersects with GDPR Article 4(1) indirect identification, Article 32 security measures.
anonym.plus’s GDPR (data never leaves device), HIPAA (local processing) compliance coverage, combined
with 100% local — data never leaves device hosting, provides documented technical measures for regulatory
submissions.
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09. OS telemetry + Tor Browser

Evidence refs: 8.7

Executive Summary

OS telemetry + Tor Browser represents a critical privacy challenge: Anonymized browsing + Windows sending
hardware UUIDs in background = correlation and deanonymization. This pain point is driven by COMPLEXITY
CASCADE — pii protection requires perfection across all layers simultaneously. anonym.plus addresses this
through 100% local processing eliminating cloud, network, and third-party layers, reducing the attack surface to
the local device.

The Problem
Anonymized browsing + Windows sending hardware UUIDs in background = correlation and deanonymization

Root cause: T5 — COMPLEXITY CASCADE: PII protection requires perfection across ALL layers simultaneously.

The Solution: How anonym.plus Addresses This

Detection Capabilities

anonym.plus identifies 200+ entity types including OS telemetry identifiers, hardware UUIDs, background
service identifiers. The local Presidio 2.2.357 + spaCy 3.8.11 architecture uses Presidio 2.2.357 deterministic
recognizers with 121 built-in presets for structured identifiers and spaCy 3.8.11 with 23 language models, all
running locally via FastAPI sidecar for contextual references.

Anonymization Methods

Redact is recommended: anonymizing OS-level identifiers in documents prevents correlation between
anonymized browsing and Windows telemetry. Replace provides an alternative — substituting hardware
identifiers with anonymous values prevents cross-layer correlation. For reversibility, Encrypt (AES-256-GCM)
enables authorized recovery.

Architecture & Deployment
Zero cloud dependency after activation. Ed25519 machine-bound licensing requires only initial activation —
subsequent operations are completely offline. All processing stays local.

Compliance Mapping

This pain point intersects with GDPR Article 5(1)(f) confidentiality, ePrivacy device access provisions.
anonym.plus’s GDPR (data never leaves device), HIPAA (local processing) compliance coverage, combined
with 100% local — data never leaves device hosting, provides documented technical measures for regulatory
submissions.
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10. Hardware identifiers + software anonymization

Evidence refs: 8.9

Executive Summary

Hardware identifiers + software anonymization represents a critical privacy challenge: Randomized MAC + Intel
Management Engine with own network stack = hardware-level identity leak. This pain point is driven by
COMPLEXITY CASCADE — pii protection requires perfection across all layers simultaneously. anonym.plus
addresses this through 100% local processing eliminating cloud, network, and third-party layers, reducing the
attack surface to the local device.

The Problem
Randomized MAC + Intel Management Engine with own network stack = hardware-level identity leak

Root cause: T5 — COMPLEXITY CASCADE: PII protection requires perfection across ALL layers simultaneously.

The Solution: How anonym.plus Addresses This

Detection Capabilities

anonym.plus identifies 200+ entity types including MAC addresses, Intel ME identifiers, UEFI serial numbers,
TPM keys. The local Presidio 2.2.357 + spaCy 3.8.11 architecture uses Presidio 2.2.357 deterministic
recognizers with 121 built-in presets for structured identifiers and spaCy 3.8.11 with 23 language models, all
running locally via FastAPI sidecar for contextual references.

Anonymization Methods

Redact is recommended: removing hardware-level identifiers from documents prevents correlation between
anonymized software activity and hardware signatures. Hash provides an alternative — hashing hardware
identifiers enables device inventory without cross-system tracking. For reversibility, Encrypt (AES-256-GCM)
enables authorized recovery.

Architecture & Deployment
Zero cloud dependency after activation. Ed25519 machine-bound licensing requires only initial activation —
subsequent operations are completely offline. All processing stays local.

Compliance Mapping

This pain point intersects with GDPR Article 4(1) device identifiers, Article 25 data protection by design.
anonym.plus’s GDPR (data never leaves device), HIPAA (local processing) compliance coverage, combined
with 100% local — data never leaves device hosting, provides documented technical measures for regulatory
submissions.
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Product Specifications

App Version v8.3.1
Entity Types 200+ built-in, up to 50 custom

Detection Engine Presidio 2.2.357 + spaCy
3.8.11 (23 models)

Languages 48 Ul, 23 NLP models

Document Formats PDF, DOCX, XLSX,
TXT, CSV, JSON, XML + Image OCR

Anonymization Methods Replace, Redact,
Mask, Hash (SHA-256/512/MD5), Encrypt
(AES-256-GCM)

Architecture Tauri 2.x (Rust + React) +
FastAPI sidecar (~370 MB)

Licensing Ed25519 signed, machine-
fingerprinted, max 5 machines

Processing 100% local — data never
leaves device

Compliance GDPR, HIPAA (data residency
guaranteed by local processing)

Other Products Addressing This Transistor

» anonymize.solutions (Umbrella platform)
« cloak.business (Air-gapped desktop)

Online versions available at:
https://anonym.community/anonym.plus/
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